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About CYBOT™

The working of CYBOT™ is basically divided into five parts:

First, the Analytics Platform with an analytics engine where the data from network sensors and endpoint sensors
get collected. The data from log sources are contextualized, structured and then displayed in user-friendly
dashboards for the analysts.

The second part is the Threat Intelligence Platform, which collects feeds like IOCs and TTPs from community and
commercial sources and integrates them with the Threat Hunting Platform. These security intelligence,
vulnerability and exploit intelligence feeds add to the adaptive nature of CYBOT™ automated playbooks, thereby
making them very effective in hunting and investigation.

The third part is the Automated Threat Hunting Platform that automatically and intelligently investigates the
suspected observables from your enterprise logs in the analytics engine of the analytics platform and correlates
them with the known

The fourth part is the UEBA module, designed to perform behavior analysis of user & hosts with machine learning
algorithms. Data from the data lake is fed into the module for prediction of anomalies.

The fifth part is the Compliance module designed to aid organizations and security teams to meet regulatory
standards such as ISO 27001, PCI DSS & NIST through the built-in compliance dashboards and Active monitoring.
The data from the data lake, that deviates from the required standard is triggered and displayed in detail. IOCs,
patterns and intelligence feeds. After the automated investigation by intelligent playbooks, the result of the hunt is
displayed in dashboards at the granular level for the analysts. CYBOT™ is also designed with an option to respond
to a threat by clicking a button. This saves time for analysts to perform other critical actions like neutralizing the
adversary element that has breached your IT infrastructure security system.
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Why CYBOT™ is Your Automated Adaptive Threat Hunting Solution ?
CYBOT™ Threat Intelligence

CYBOT™ has a Threat Intelligence Platform which continuously gets updated with knowledge of the latest cyber
security threats in the industry worldwide. The inputted Information from both commercial and community threat
intelligence events, news and vulnerabilities is accessible in the CYBOT™ platform to both technical and non-
technical teams in the form of user-friendly dashboards, printouts and emails. This provides analysts and incident
responders with effective intelligence. CYBOT™ is designed to avoid repeated investigation on identical
observables including 10Cs and patterns, thereby reducing false-positives and noise to the analysts. We extend
our security specialist’s hands for threat intelligence services like domain take down.
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CYBOT™ Intelligence

CYBOT™ transforms raw feeds from various commercial
and community sources into useful intelligence. The
value-added analyzed and contextualized intelligence
feeds from Activebytes innovations is also inputted to
the platform. This effective intelligence gives and an

extra edge to the security team about the latest adversary
techniques and tactics, sector targeted, threat landscape,
etc. that take place in the world. The huge pool of relevant
intelligence feeds helps CYBOT™ in early detection of
hidden, unknown, and emerging threats and this helps the
analysts to quickly defend and secure their environment.

CYBOT™ protects your infrastructure from even the darkest corners

Threat intelligence feeds from various open sources and dark web sources make the CYBOT™
platform adaptive and efficient in detecting threats that escaped your defence system.

No malicious executions go undetected with TIP
With intelligence sharing, the latest technique adversary executions are fed to CYBOT™ and
hence can perform faster malicious IP detection, Domain, Hash detection, etc.

User friendly technical and non-technical management summary reports generated with
option to download and set notifications
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Sample Community Threat Intelligence Events

: Capable to securely gather, share, store and correlate loCs of targeted attacks, vulnerability :I
: \/ information etc. This makes the automated hunt faster and efficient. |
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Detailed information on each intelligence event, thereby providing the analysts and the
management an insight on emerging threats. This will also help to decide the changes to be
made in your present security defence framework. The print button can be used to get the
details printed.
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Every 10C is listed in indicators table with in-depth information, making the latest events
resourceful for analysts

Indicators Table

Show| 5 | entries Search:

& locid

http:firesesrcheenter paloaltonetworks com/2016/04/unitd 2 . Jan 18,1970, 3:20:58
link External analysis 138149
python-based- pwobot-targels -eurcpean-organizations! AM

unique URLs have

56216 chomikuj pl/File. aspx? . Netororh actuit been abserved - Jan 18, 1870, 3:20:59
e=Pdd9AAXFCKmWIknPtbpUrzfDg5_SUIB0z ur stk sty providing copies of AM
PWOBeL
unique URLs have
56102 chomikuj pUFile. sspx? ) been observed Jan 18, 1970, 3:20:59
1 Net k activit: 138151
e=HedmplAGloyilgKbZv YMAthDKw QiVEQDW . R providing copies of AM
PWOBGL

unigue URLS have

8512 chamikuj pl/File aspx? . N been bserved e Ian 18, 1970, 320:59
e=hEv10ulP1Z1mX252QLTMUlIoAmUIRAW Sy ur stk setivity providing copies of AM
PWOBGL

Sample Activebytes Innovations Threat Intelligence Events
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f The time distribution gives insight into the adversary attacks, vulnerabilities that trend !
|
: during a particular time in the world, thereby providing an idea for changes required in the :
|
| defence system ,
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The Impact region helps you to understand the threat landscape and the degree of impact, a
particular attack has caused.

DoJ Wants Private Soctor to Work More Closely with Law Enforcement on Cybersecurity

7.2021. 1210:34 PM | Severit

Impact Region
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Expert analysis and comments on security intelligence and vulnerability intelligence are very
important for any security team to update their own IT infrastructure security accordingly.

Comments

Whatever you do to find and update vulnerable systems, keep good notes. As we discussed in our livestream on
Monday, vulnerabilities like this are often the prompt researchers need to look more closely at related flaws in this
library (or other libraries that use similar features).

Yes, you worked your butt off deploying 2.15, and doggone it you have to replace it with 2.16. Note that 2.16
disables all JINDI support by default and removes message lookup handling entirely. These are really excellent
steps. JNDI has been fraught with security issues; eliminating that for most of us will be transparent. The good
news is you already know where you have Log4j which should simplify deployment and testing. Validate timing
and concerns with your vendors to know what update/configuration options are supported.

With the heightened focus on log4), we expect multiple vulnerabilities to be discovered in the next few months.

Reference Link
o https:ffwww.scmagazine.com/newsfcybercrime/second-log4j-vulnerability-found-apache-releases-patch
o https:/fiwww.theregister.com/2021/12/14/apache_log4j_2_16_jndi_disabled/
o https:ffiwww.darkreading.com/application-securityforiginal-fix-for-log4j-flaw-fails-to-fully-protect-against-dos-
attacks-data-theft

Any vulnerabilities in your environment can lead to a security breach and getting updates
\/ about the same for enterprise benefit is an added advantage

VULNERABILITIES INTELLIGENCE

Vulnerabilities

are in information systems or security infrastructure that could be exploited by a threat source. The following table shows the breakdown

of vulnerability information that were obtained from various sources in the given timeframe.

Show |5 W entries Search:

Critical Apache Log4j vulnerability being exploited in the wild
Defenders across the security community are pushing to address CVE-2021-44228, an actively exploited Apache Logdj. The affects a widely

used Java log...
Reference Linkhtps:/fblog talesintelligence.comf2021/12fapache-Logdj-rea-vulnerability hml @ View
Severity :

TLP : Mot found

Jan 26,2022, 12:32:26 PM

Microsoft issues patches for 80 vulnerabilities as part of December Patch Tuesday

Micrasoft released its monthly security update Tuesday. disclosing 80 vulnerabilities across its Large collection of harchware and software. None of the vulnerabi
disclosed th..
Reference Link hitps:/f
Severity :

TLP : Mot found

Jan 26,2022, 123304 PM

srcmicrosoft comfupdate guidelen-us © View

Details Spy

Critical Apache Log4j vulnerability being exploited in the wild

Jan 26,2022, 12:32:26 PM | Severity : [IEETN

TLP : Not found

Vulnerability description:

Defenders across the security community are pushing to address CVE-2021-44228, an actively exploited
vulnerability in Apache Logdj. The vulnerability affects a widely used Java logging library that many large
organizations may have in their environment. So far, major targets have included Apple and the popular video game
*Minecraft.' This library may also be used as a dependency by a variety of web applications found in enterprise
environments, including Elastic. Due to the nature of this vulnerability, Cisco Talos believes this will be a widely
exploited vulnerability among attackers moving forward, and users should patch affected products and implement
mitigation solutions as soon as possible. Apache has released a new update for Log4j, version 2.16.0. While the
previous release (2.15.0) removed the ability to resolve lookups and addressed issues to mitigate CVE-2021-44228,
this release disables JNDI by default and removes support for message lookups. Please refer to the Mitigations

section for more details.

Reference Link:
https:iiblog.talosintelligence.com/2021/12/apache-log4j-ree-vulnerability html
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Vulnerabilities with exploit

An exploit is a piece of software, data or sequence of commands that takes advantage of a vulnerability to cause unintended behavior or to gain unauthorized access to
sensitive data. The following table shows the breakdown of some vulnerabilities with their explait information including the CVE, CVSS etc. that were obtained from
various sources in the given timeframe,

Remote code execution vulnerability in Apache Log4j (Log4Shell)
Vendor:No Vendor found

lookup replac...
Severity :

TLP: Not faund

Jan 26,2022, 11:52:28 AM

Logdj2 is a ubiquitous ibrary used by millions for Java applications. In Apache Logdj2. attackers can create customized requests to execute remate code. When message -

Command execution vulnerability Anker Eufy Homebase 2.1.6.9h
Vendor:Na Vendor found
Arker Eufy Homebase 2.1.6.9h was determined to have vulnerability. This has an impact on the component Netwark Packet Handler's function wifi country code update in

Severity
TLP: Mot found
Jan 26,2022, 12:04:15 PM

Remote code execution vulnerability in Apache Log4j (Log4Shell)

Jan 26,2022, 11:52:28 AM | Severity : [EFIH

TLP: Not found

Vulnerability description:

Log4j2 is a ubiquitous library used by millions for Java applications. In Apache Log4j2, attackers can create
customized requests to execute remote code. When message lookup replacement is allowed, an attacker with
control over log messages or log message parameters can run arbitrary code imported from LDAP servers. All
versions of Log4j2 versions >= 2.0-beta and <= 2.14.1 are affected by this vulnerability

CVE:
CVE-2021-44228

CVSS:
CVSS v3.1 Base Score: 10 [AV:N/AC:L/PR:N/ULN/S:C/C:H/I:H/AH)
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