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About the CYBOT™
The working of CYBOT™ is basically divided into five parts:

« First, the Analytics Platform with an analytics engine where the data from network sensors and endpoint
sensors get collected. The data from log sources are contextualized, structured and then displayed in
user-friendly dashboards for the analysts.

« The second part is the Threat Intelligence Platform, which collects feeds like I0Cs and TTPs from the
community and commercial sources and integrates them with the Threat Hunting Platform. This
security intelligence, vulnerability and exploit intelligence feeds add to the adaptive nature of CYBOT™
automated playbooks, thereby making them very effective in hunting and investigation.

* The third part is the Automated Threat Hunting Platform which automatically and intelligently
investigates the suspected observables from your enterprise logs in the analytics engine of the analytics
platform and correlates them with the known

« The fourth part is the UEBA module, designed to perform behavior analysis of users & hosts with
machine learning algorithms. Data from the data lake is fed into the module for the prediction of
anomalies.

« The fifth part is the Compliance module designed to aid organizations and security teams to meet
regulatory standards such as ISO 27001, PCI DSS & NIST through the built-in compliance dashboards
and Active monitoring. The data from the data lake, that deviates from the required standard is triggered
and displayed in detail. IOCs, patterns and intelligence feed. After the automated investigation by
intelligent playbooks, the result of the hunt is displayed in dashboards at the granular level for the
analysts. CYBOT™ is also designed with an option to respond to a threat by clicking a button. This saves
time for analysts to perform other critical actions like neutralizing the adversary element that has
breached your IT infrastructure security system.
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UEBA is a type of cyber security solution that discovers threats
by finding the deviation in activity from a normal baseline. It
can help to discover unusual data access, unusual activity in
the IT environment of an organization. The difficult detections
like those that don't involve malware, such as credential theft
by adversaries by access through network, can be easily
detected by UEBA module. The module tracks the normal
behavior of a user, host or any entity to build a profile and
baseline. Statistical models will then detect the anomalies in
the organization environment and alert the relevant security

personnel

Vv CYBOT has built-in UEBA to perform behavior analysis of user & hosts with machine learning

algorithm
ORGANIZATION ACTIVITY
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Some other features of UEBA:

v' UEBA Engine shows usual patterns of a user, in terms of usual host logged in, the usual
process executed etc.
No license limits on the number of users, servers, the volume of data, bandwidth utilized etc.
Built-in dashboards for all use-cases
Every anomaly-related detail available
Self-learning threat detection which continuously evolves

AN NN YN

Can capture data from various sources as required by the security team based on their
priority in threat modelling

AN

Data from UEBA is presented in the form of tables, pie charts, graphs, counts etc.

UEBA USECASE

Recent Anomalous User

All cases
Unsual Logon Time Host TOP HIT USE-CASES
Unsual logon time user m
Unusual lockout time by domain Show/ L0 |entries Seziea
ciial File ac L e Detection Name User Name 4  HostName 4 UEBAD 4 DetectionlD 4 Action$
Unsual file activity time user
unusual file modification count Kavya Sathyan BARCA_GIRL UEBA-006 20220616-456821-
Unsual user management time 1234
Unusual file modification count unusual file modification count Kavya Sathyan BARCA_GIRL UEBA-006 20220616-456821-
1234
Unusual file failure count by user unusual file modification count Kavya Sathyan BARCA_GIRL UEBA-006 20220616-456821-
1234
sual user management activity
unusual file modification count Kavya Sathyan BARCA_GIRL UEBA-006 20220716-456821-
count 1234
unusua L fi LE deletion count unusual file modification count Kavya Sathyan BARCA_GIRL UEBA-006 20220716-456821-
1234
Unusual lockout count by domain
! y Goe unusual file modification count Kavya Sathyan BARCA_GIRL UEBA-006 20220716-456821-
1234
File activity count User
unusual file modification count Kavya Sathyan BARCA_GIRL UEBA-006 20220716-456821-
- 1234
Unusual Logon Failure Count By Host
Unusual Logon Failure Count by User
Un usual network transfer - Internal
ork transfer - Internal
ost)
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Organization activity

Top 10 Process

@ TiWorkerexe
@ OneDrive.exe
@B LogonUlLexe
v Displays analytics of organization's holistic =S
. . @ wuaucltexe
view on usual patterns, behaviors etc. & Wi

v’ Easy discrimination of usual processes from

unusual process

v Table representation of process related data saves time for security team. Any unusual host or
user performing the process can be easily identified

Most commonly run process-summary

Show 10 v entries Search:
User name Host name 4 Hunt detection ID 4 Process name Detection Time
GOVIND HP 20220716-486821-1234 TiWorker.exe Jul 9, 2022, 3:38:26 AM
JUNE DELL 20220717-486821-1234 TiWorker.exe Jul 9, 2022, 3:38:26 AM
Kavya-Sathyan BARCA-GIRL 20220717-486851-1234 TiWorker.exe Jul 10, 2022, 3:38:26 AM
Kavya-Sathyan BARCA-GIRL 20220417-486851-1234 wuauclt.exe Jul 8, 2022, 3:38:26 AM
Kavya-Sathyan BARCA-GIRL 20220417-486851-1234 LogonUl.exe Jul 6, 2022, 3:38:26 AM
Kavya-Sathyan BARCA-GIRL 20220517-486851-1234 TiWorker.exe Jul 6, 2022, 2:38:26 AM
Kavya-Sathyan BARCA-GIRL 20220517-486851-1334 WMIC.exe Jul7,2022, 2:38:26 AM
kevin HP 20220717-486851-1234 TiWorker.exe Jul 8, 2022, 3:38:26 AM
kevin HP 20220717-486851-1234 TiWorker.exe Jul 8, 2022, 3:38:26 AM
kevin HP 20220417-486851-1234 wuauclt.exe Jul 8, 2022, 3:38:26 AM
Showing 1 to 10 of 10 entries Previous 1 Next
o7 ) ) ) » activebytes
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v' Details of file modification including file path and associated user and host names

Modified Files
Show 10 v entries Search:

User name Host name 4 File path 4  File name Detection Time
GOVIND HP 20220716-486821-1234 TiWorker.exe Jul 9, 2022, 3:38:26 AM
JUNE DELL 20220717-486821-1234 TiWorker.exe Jul 9, 2022, 3:38:26 AM
Kavya-Sathyan BARCA-GIRL 20220717-486851-1234 TiWorker.exe Jul 10, 2022, 3:38:26 AM
Kavya-Sathyan BARCA-GIRL 20220417-486851-1234 wuaucltexe Jul 8, 2022, 3:38:26 AM
Kavya-Sathyan BARCA-GIRL 20220417-486851-1234 LogonUl.exe Jul 6, 2022, 3:38:26 AM
Kavya-Sathyan BARCA-GIRL 20220517-486851-1234 TiWorker.exe Jul 6, 2022, 2:38:26 AM
Kavya-Sathyan BARCA-GIRL 20220517-486851-1334 WMIC.exe Jul 7, 2022, 2:38:26 AM
kevin HP 20220717-486851-1234 TiWorker.exe Jul 8, 2022, 3:38:26 AM
kevin HP 20220717-486851-1234 TiWorker.exe Jul 8, 2022, 3:38:26 AM
kevin HP 20220417-486851-1234 wuauclt.exe Jul 8,2022, 3:38:26 AM

Showing 1 to 10 of 10 entries Previous 1 Next

v' Internal data transfer plot. Deviation from usual trend is easily identified and this is a valuable

feature for organizations with high-value IP

v’ Detect threat very early stage, thereby making defense strategies implemented proactively
v' A profile is built for every user, host, other entities and this sends out an alert in case of any

abnormal behavior of the same

Total data transferred

@ Data sent from the destination to the source

@ Datasent from the source to the destination
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User Activity

v Unauthorized access even if it's a single
event is detected and displayed

v' Privilege abuse or escalation is quickly
detected and notified to relevant people

v" including Insiders in threat profile and hence insider threat
identification is not a challenge anymore

Most Anomalous User

50
4.0

30

0 Kavya Sathyan kevin Kavya

Least Anomalous User

10

2 _
0

Kavya Sathyan

Recent Anomaly Trends

JuL unusual file modification

IS count
Gl 10:46:17

unusual file modification
count
10:46:17

JuL unusual file modification
IS count
il 10:44:36

unsual File activity time user
09:04:59

unsual File activity time user
01:28:19

unsual File activity time user
05:40:17

unsual File activity time user
12:46:07

Alice «ibana

No user found
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v' Distribution of user activity anomalies based on the count of occurrence

Anomaly Trends
12000
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Username Detection name Detection Time
Kavya File failure count May 8,2021, 2.29.33 PM
Anomaly Analysis - Count based
°
50
40
30
20 ® e °
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10 ° o ° R
. Usual data
. Anomaly
Treshold
Detection Count Top 5 Anomaly Report
(@B unsual File activity time user
(@ unusual file modification count
Total detection : 250
Usual cases : 150
Anomaly detected : 75
New data : 25
) ) ) » activebytes
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v Anomaly trends are plotted against time and count of events, making it easier for analysts to
quickly notice any abnormal events in the organization environment

Anomaly trends - Count based
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Recent Anomalies Trends

. . . Process Information obtained from Datalake
v' Fast mvestlgatlon on any

anomal and in-de th Detection Name : Unusual file activity count
. y p User Name : June
information collected and Host Name © AsUS
displayed Host 0S © Windows
UEBA ID : UEBA-011
Process Name :  mshta.exe
Host IP I {eB80:9926:1179:82ca:46¢ch
s activebytes
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v" Anomalies in file modification can be used to identify unusual file activities

Recent File Deletions in Host

file Name User Name Host Name Time File Path

HxCommAlwaysOnLog.et kev DESKTOP-L5A1LTS Jun 8, 2021, 2:29:33 PM
HxCommAlw kev DESKTOP-L5A1LTS Jun 8, 2021, 2:29:33 PM
Processes Run by User
Process Name Process Hash Count Current Time

mshta.exe 579d1c1664a5db4d4foc743ef2c0f 20 2022-06-22-11:51:25

2022-06-22-11:51:25

5db4d4f9c743ef2c0f 20

Processes Run by Host

Process Name Process Hash Count Current Time

mshta.exe

g2f730j89394h749¢€ 5 2022-06-22-11:51:25

mshta.exe

06-22-11:51:25

Recent Anomaly Trends

e u"ust“alﬁle modification v Automatically detect a wide range of cyberattacks including, insider
coun . .
W 0.7 threats, compromised accounts, brute-force attacks, the creation of

new users, and data breaches

JUL unusual file modification

pAJ count
2022 10:46:17

JUL unusual file modification

VISP count

Most Anomalous Host
Aoz 10:44:36

unsual File activity time user 50
09:04:59

40
unsual File activity time user -
01:28:19 20

1.0
unsual File activity time user [
05:40:17 20

0 Kavya Sathyan kevin Alice Kavya Sathyan «ibana

unsual File activity time user
12:46:07
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Least Anomalous User

50
4.0
30

20

00 — - - .

0 ASUS hp LENAVO ASUS BARCA-GIRL «ibana

v' UEBA can effectively alert security officers when the baseline activity within an
environment exhibits anomalies, signaling a potential attack

Anomaly Trends
15000
12000
9000
6000
3000

0
DESKTOP-BF3GIEM ip-172-31-15-47 BARCA-GIRL BARCA_GIRL ASUS

Recent Anomaly Trends Summary

Host name Detection name Detection Time
Kavya Unusual logon time host May 8,2021,2.29.33 PM

v' UEBA Engine has a
feature to d|sp|ay usual Anomaly Analysis - Count based
patterns of a host, in
terms of Usual users
logged in, Usual =

processes executed, . o . © . R °
Usual network
utilization, websites [ .
visited etc B anomay
Treshold
. = activebytes
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